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SADFE (Systematic Approaches to Digital Forensic Engineering) promotes systematic approaches to digital
forensic investigation on failures of today’s cyber systems and networks. SADFE furthers Digital Forensic
Engineering (DFE) advancement as a disciplined and holistic scientific practice.
The 12th International Conference on Systematic Approaches to Digital Forensic Engineering (SADFE) is
calling for paper submissions in the broad field of Digital Forensics from both practitioner and researcher’s
perspectives. With the dynamic change and rapid expansion of the types of electronic devices, networked
applications, and investigation challenges, systematic approaches for automating the process of gathering,
analyzing and presenting digital evidence are in unprecedented demands. The SADFE conference aims at
promoting solutions for related problems.
Past speakers and attendees of SADFE have included computer scientists, social scientists, forensic
practitioners, lawyers and judges. The synthesis of hard technology and science with social science and
practice forms the foundation of this conference. Papers focusing on any of the system, legal, or practical
aspects of digital forensics are solicited.

Topics to be Addressed
Potential topics to be addressed by submissions include, but are not limited to:
• Digital Data and Evidence Management: advanced digital evidence discovery, collection, management,
storage and preservation
o Identification, authentication and collection of digital evidence
o Extraction and management of forensic data/metadata
o Identification and redaction of personally identifying information and other forms of sensitive
information
o Post-acquisition handling of evidence and the preservation of data integrity and admissibility
o Evidence and digital memory preservation, curation and storage
o Architectures and processes (including network processes) that comply with forensic requirements
o Managing geographically, politically and/or jurisdictionally dispersed data artifacts
o Data, digital knowledge, and web mining systems for identification and authentication of relevant
data
o Botnet forensics
• Digital Evidence, Data Integrity and Analytics: advanced digital evidence and digitized data analysis,
correlation, and presentation
o Advanced search, analysis, and presentation of digital evidence
o Cybercrime scenario analysis and reconstruction technologies
o Legal case construction and digital evidence support
o Cyber-crime strategy analysis and modeling
o Combining digital and non-digital evidence
o Supporting both qualitative and statistical evidence
o Computational systems and computational forensic analysis
o Digital evidence in the face of encryption

•

•

•
•

•

o Forensic-support technologies: forensic enabled and proactive monitoring/response
Forensics of embedded or non-traditional devices (e.g. digicams, cell phones, SCADA, obsolete storage
media)
o Innovative forensic engineering tools and applications
o Proactive forensic-enabled support for incident response
o Forensic tool validation: methodologies and principles
o Legal and technical collaboration
o Digital forensics surveillance technology and procedures
o “Honeypot” and other target systems for data collection and monitoring
o Quantitative attack impact assessment
o Comprehensive fault analysis, including, but not limited to, DFE study of broad realistic system
and digital knowledge failures, criminal and non-criminal, with comprehensive DFE (malicious/nonmalicious) analysis in theory, methods, and practices.
Forensic and digital data integrity issues for digital preservation and recovery, including
o Technological challenges
o Legal and ethical challenges
o Economic challenges
o Institutional arrangements and workflows
o Political challenges and
o Cultural and professional challenges
Scientific Principle-Based Digital Forensic Processes: systematic engineering processes supporting digital
evidence management which are sound on scientific, technical and legal grounds
Legal/technical aspects of admissibility and evidence tests
o Examination environments for digital data
o Courtroom expert witness and case presentation
o Case studies illustrating privacy, legal and legislative issues
o Forensic tool validation: legal implications and issues
o Legal and privacy implications for digital and computational forensic analysis
o Handling increasing volumes of digital discovery
o New Evidence Decisions, e.g., United States v. Jones, _ U.S._ (2012) and United States v.
Kotterman, _ F.3d _(9th Cir. 2013)
o Computational Forensics and Validation
o Transnational Investigations/Case Integration under the Convention on Cybercrime of the Council
of Europe
o Issues in Forensic Authentication and Validation.
Legal, Ethical and Technical Challenges
o forensic, policy and ethical implications of The Internet of Things, The “Smart City,” “Big Data” or
Cloud systems

Important dates:
•
•
•
•
•
•

Deadline for full papers and “SADFE Challenge” papers (firm): 2/13/2018
Deadline for panel proposals: 2/28/2018
Deadline for poster session abstracts: 2/28/2018
Notification of acceptance or rejection: 3/1/2018
Deadline for final paper camera ready copy: 3/25/2018
IEEE/SADFE-2018 workshop dates: 5/24/2018

Proceedings
IEEE will publish accepted papers.

Page Limit and Formatting
Submitted papers may include up to 13 pages of text and up to 5 pages for references and appendices,
totalling no more than 18 pages. The same applies to camera-ready papers, although, at the PC chairs’
discretion, additional pages may be allowed for references and appendices. Reviewers are not required to read
appendices.
Papers must be formatted for US letter (not A4) size paper. The text must be formatted in a two-column
layout, with columns no more than 9.5 in. tall and 3.5 in. wide. The text must be in Times font, 10-point or
larger, with 11-point or larger line spacing. Authors are encouraged to use the IEEE conference proceedings
templates. LaTeX submissions should use IEEEtran.cls version 1.8. All submissions will be automatically
checked for conformance to these requirements. Failure to adhere to the page limit and formatting
requirements are grounds for rejection without review.

Reviews from Prior Submissions
Authors may optionally submit a document (PDF or text) containing:
1. the complete reviews they received from prior submission(s); and
2. a page of up to 500 words documenting the improvements made since the prior submission(s).
Also starting this year, if a submission is derived in any way from a submission submitted to another venue
(conference, journal, etc.) in the past twelve months, we require that the authors provide the name of the
most recent venue to which it was submitted. This information will not be shared with reviewers. It
will only be used (1) for aggregate statistics to understand the percent of resubmissions among the set of
submitted (and accepted) papers; (2) at the Chairs’ discretion, to identify dual submissions and verify the
accuracy of prior reviews provided by authors regarding previously rejected papers.

Submissions:
Submissions must be in Portable Document Format (.pdf). Authors should pay special attention to unusual
fonts, images, and figures that might create problems for reviewers. Your document should render correctly
in Adobe Reader 9 and when printed in black and white.
EasyChair is the paper submission and review system. Papers and Proposals may be submitted at the
following link:
https://easychair.org/conferences/?conf=sadfe18

